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Introduction

VistA Blood Establishment Computer Software (VBECS) is an improved Blood Bank application that
facilitates ongoing compliance with Food and Drug Administration (FDA) standards for medical devices
and enhances the Department of Veterans Affairs (VAs) ability to produce high-quality blood products
and services to veterans. The system follows blood bank standards, standards of national accrediting
agencies, FDA regulations and VA policies.

Intended Use

VBECS is a computer software application that manages transfusion service activities. The purpose of
VBECS is to automate the documentation and record keeping of selected daily activities of the
transfusion service.

Indications for Use

The main purpose of VBECS is to automate the daily processing of blood inventory and patient
transfusions in a hospital transfusion service. The purpose of VBECS is to automate the documentation
and record keeping of selected activities of a hospital transfusion service.

VBECS Accommodates:

The processing of blood component shipments.

The modification of blood units.

Electronic receipt of orders from the Department of Veterans Affairs VistA computer system.
The recording of patient compatibility testing, transfusions, transfusion processing requirements
and special instructions.

Limitations and Restrictions

VBECS does not support:

Blood donor collection activities (donor module)

Direct data entry of antibody identification

Direct data entry of transfusion reaction workups

Patient testing, transfusions, and blood components recorded in Legacy VistA are not available in
VBECS

Pediatric blood product preparation

Printing of blood product labels

User defined customized queries or reports

User editing blood product, antigen, antibody, or transfusion reaction tables

Validation record storage

BCE information applies ONLY when a BCE COTS product is available for communication and is
configured.

Limitations and Restrictions are listed in Appendix D: Limitations and Restrictions by option as well as
throughout this document as part of the detailed information associated with the functionality.
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33
* I Unauthorized access or misuse of this system and/or its data is a federal crime. Use of all data,

printed or electronic, must be in accordance with VA policy on security and privacy.

2

: I;.The U.S. Food and Drug Administration classifies this software as a medical device. Unauthorized
modifications will render this device an adulterated medical device under Section 501 of the Medical
Device Amendments to the Federal Food, Drug, and Cosmetic Act. Acquiring and implementing this
software through the Freedom of Information Act requires the implementer to assume total responsibility
for the software and become a registered manufacturer of a medical device, subject to FDA regulations.

Freeware Disclaimer

Requests for VBECS source code may be submitted through the Freedom of Information Act (FOIA).
Effective on September 19, 2011, the Department of Veterans Affairs will accept FOIA requests
electronically. Most VA Central Office (VACO) Offices are in the process of establishing an electronic
mailbox. In the meantime, the FOIA Service will accept electronic FOIA requests for any VACO FOIA
Office that does not yet have a mailbox in place and will forward your request to the appropriate office
for processing.

Submit requests to REDACTED

Related Manuals and Materials

VBECS 2.3.4 Admin User Guide

VBECS 2.3.4 Release Notes

VBECS 2.3.4 Technical Manual-Security Guide
VBECS Frequently Asked Questions (FAQS)

This VBECS 2.3.4 User Guide can be obtained from:

« VistA Documentation Library (VDL) Web site (content may have redactions)
e REDACTED
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Orientation

This section covers:

How This User Guide Is Organized

Security: who can use VBECS

Application Architecture: the architectural requirements for VBECS
VistA and VBECS: how VBECS compares to VistA

Customer Support: how to get help

How This User Guide Is Organized

Terms

For consistency and space considerations, the pronouns “he,” “him,” and “his” are used as pronouns of
indeterminate gender equally applicable to males and females.

In many instances, a user may scan a barcode or enter data manually (by typing). The term “enter” is used
throughout this guide to mean “enter manually.”

See the Glossary for definitions of other terms and acronyms used in this guide.

Background and Basic Knowledge

The Introduction, Orientation, and Using the Software sections provide the background and basic
knowledge VBECS users need.

Figures and Tables

If you refer to figures and tables from the user guide in your local policy and procedure documents, you
may wish to use their titles only, without figure or table numbers: as the user guide is updated, those
numbers may change.

Options
The Configuring Site Parameters, Component Processing, Processing Orders, Patient Services, and
Reports sections cover VBECS options.

Each option section starts with an introduction, a short paragraph that explains what a function allows a
user to do, followed by:

Assumptions: tasks that must be completed before performing a function.

Outcome: results of performing a function.

Limitations and Restrictions: features of the system that are restricted by and exist within this function.
Additional Information: information that helps the user perform a function.

User Roles with Access to This Option: which users may perform this option in whole or in part.

A detailed description of what the function allows each user to do. Two or more arrows (») indicate
functions limited to a specific role.

Table of steps for the basic path (user and VBECS actions).

Tables of steps for alternate paths (user and VBECS actions).

Figures (examples of reports, screen shots, etc.).

Table of alerts that may occur during an option.
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A (M (bullhorn) indicates that VBECS emits an audible alert. Keep the sound on to hear the alerts (see
Volume for instructions on adjusting the volume).

e Outlined, italicized text highlights tips, warnings, and cautions, for example:

233
A 1 I signals potential hazards throughout this guide as they occur.

Supplemental Information

The third group of sections (References, Glossary) provides knowledge that may be needed beyond the
standard, daily use of VBECS.

Appendices
The appendices contain truth tables, diagrams, and other materials for reference.

Click a section name or page number in the table of contents to move to a section. The index does not
incorporate this feature.

Security

User roles identify who can access which functions. Not every VBECS user has access to all VBECS
options or functions within options. Two or more arrows (») indicate functions limited to a specific role.

33
L 1 |tis critical that each site evaluate its staff and determine appropriate security levels based on

training and qualifications.

User roles also govern which options are available and which warnings can be overridden. VBECS
displays options that are not available to a user in gray text.

Each of the six user roles is associated with a security level (see Table 1). Privileges accumulate as the
security level increases. For example, a Lead Technologist’s privileges include those of a Blood Bank
Technologist and Enhanced Technologist.

Table 1: User Roles and Functions

Security Levels and User Who Should Fill These
Roles Accessible Functions Roles?

e Standard access:
o patient and donor testing

o accepting and canceling orders

o modifying units

o processing shipments

o selecting and issuing blood that does not Rotating technologist

require higher level overrides 9 gIsts,

Level 1: Blood Bank o processing transfusion reaction workups new employ_ees, and
Technologist (all users) o add patient’s transfusion requirements students trame_d to

o accessing report functions perform a_ssomated tasks

o enter daily QC results and overrides.

o discard/quarantine blood units

o release units from patient assignment

o return issued units to blood bank
e Activate/edit some shipper information.
e Activate/edit some blood product information.
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Security Levels and User
Roles

Accessible Functions

Who Should Fill These
Roles?

Edit unit cost.

e Modify/issue expired blood products.
¢ Release blood products from quarantine.
o Edit u'nit.information prior to defining patient Experienced technologists
»>» Level 2: Enhanced as§00|a_t|_ons. . ) . . trained to process
Technologist * Ed!t ver!fled unit conflrmatlon testing. associated overrides and
e Edit patient record/verified data and test results options.
(except the ABO/Rh for historic record and the
antibody field, which results in an antigen
negative requirement).
e Release directed units to the main blood supply.
e Select/issue ABO incompatible blood. Experienced technologists
. e Select/issue antigen positive or untyped red trained to process
;(;::nla?c\)/geils?. Lead plood cells (for the clinically significant antibodies ass_ociated overrid(_es and
in the table). options (e.g., evening- or
e Maintain login message. night-shift supervisors).
e Maintain reagent minimum levels.
e Edit permanent record of the patient’s historic
ABO/Rh.
e Edit Transfusion Requirements (TRs) and
Special Instructions (SIs). Experienced blood bank
>»>>»>» Level 4: Traditional e Edit patient record red cell antibody permanent supervisors trained to
Supervisor fields (match antigens in the antigen table). process associated
e Edit a blood unit’s record (verified unit data when | overrides and options
unit has any previous patient associations).
¢ Edit a Patient’s Transfusion Record.
e Remove a Blood Unit’s Final Status.
e Edit a blood product’s maximum storage time.
e Edit antigen frequency table to reflect local
population.
e Add new local facility, not already on the table Experienced blood bank
»>>>>> Level 5: Enhanced issued with VBECS. supe_r\(isors or VB_ECS
Su : ' e Edit and create canned comments for the administrators _tralned to
pervisor o
division. process associated
e Edit and create consultative reports, templates, overrides and options
MSBOS, reagents, and equipment maintenance
logs for the division.
e Define VBECS users’ security settings. VBECS administrators
¢ Define the division as full service or transfusion trained to process all
only. overrides and options not
e Enable electronic crossmatch at the division. designed to change
. e Populate International Council for Commonality frequently. This role may
Zd)n:r:s)tr;tl(;s\éﬂp%rvisor in Blood Banking_ Au_tomation, Inc. (ICCBBA) be assigned temporarily
number for the division. to a blood bank
o Define valid unit modifications for the division. supervisor at setup to
e Assign workload codes for the division. configure the division.
e Configure testing.
e Configure division.

The VA Wide Area Network (WAN) is protected from unauthorized access. The hardware running the
VBECS application and its database are located in one of three Microsoft Azure for Government (MAG)
regional data centers:

EAST (Virginia)
SOUTH (Texas)
SOUTHWEST (Arizona)
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All sites are secure data centers where they are protected against unauthorized modifications and
accidental damage.

Application Architecture

VBECS operates as a discrete application and interfaces with other VA systems using Health Level 7
(HL7) and VistALink.

VBECS is a Windows-based application hosted on a server. Users access VBECS through a graphical
user interface and other VA systems interface with VBECS through Health Level 7 (HL7) and VistALink.

The major goals of the application are:

e Improve the safety of blood/blood component transfusions by decreasing the risk of errors through
effective use of current technology such as barcode scanning, retrieval of previous records to be used for
comparison, and detection of inconsistencies in data input

o Improve the quality of patient care through evaluation of transfusion appropriateness and follow-up on
the effectiveness of transfusions

e Provide comprehensive reporting capabilities for quality monitoring within the transfusion service and
for clinicians

VBECS operates in accordance with FDA regulations regarding change to a medical device. Areas of
operation that are part of the VistA Blood Bank v5.2 software medical device (except for the donor
module) are contained in this encapsulated VBECS package. Patient orders originate and are received
from the Computerized Patient Record System (CPRS) and Laboratory applications.

Options That Require VistALink

These options require a connection through VistALink. When VistALink is not active and VBECS
requires access to VistA data, VBECS prompts the user to activate VistALink. When VistALink is not
available, VBECS warns the user and asks him to try again later.

3
{1 Contact your local support staff immediately when VistALink is not available. VBECS, VistA and

CPRS all depend on VistALink to exchange information.

Main Menu: Orders
e Accept Orders: Pending Order List

Main Menu: Blood Units
o Edit Unit Information (used when editing patient restrictions)
o Return Issued Units To Blood Bank

Main Menu: Patients
e Post-Transfusion Information
e Return Issued Units To Blood Bank
o Issue Blood Components (to include a hospital location)

Main Menu: Shipments
e Incoming Shipment (used when restricting units to patients)

Main Menu: Tools
o Blood Products
e Component Classes
o Transfusion Complications
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e Transfusion Effectiveness
e Workload Codes

Main Menu: Supervisor
e Document ABO Incompatible Transfusion

Main Menu: Reports
o Transfusion Complications Report
o Transfusion Effectiveness Report
e Transfusion Requirements Report
o Medication Profile (Reports or from the Patient Tool Bar icon)

Main menu window, icon in the bottom of the window:
e Display Order Alerts

Getting Help from Customer Support

Contact your Local/Regional Office of Information Technology (OIT) or Laboratory Information
Manager (L1M) if you encounter VistA or CPRS connection problems and for training support before
contacting the Service Desk (SD).

233
' 1 Please ensure local/regional VistA Support contact information is available at all times.

If you experience an FDA reportable adverse event (patient death or serious injury) that VBECS
may have caused or contributed to, contact the Service Desk directly to enter a ticket for Blood
Bank software support.

If the problem remains unresolved after local VistA triage, call the Service Desk (below) and specify the
Affected Service be set as VBECS (VistA - Blood Establishment Computer Software)

Service Desk Contact

Call the Service Desk REDACTED

For troubleshooting error messages in VBECS similar to Contact Your System Administrator, contact the
Service Desk.
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Using the Software

Using the Software explains:

How to access VBECS and VistA

What users will see on the screen

What the icons and other symbols mean
Which conventions are used in this guide
How to exit VBECS

Software Basics

¢ \When a message window requires a user response and VBECS displays it behind the active window, the
user must minimize the active window or click and drag dialog boxes to expose the message window.

A user may click Cancel, Close, or & in the upper right corner at any time to exit without saving.

All operations depend on the user being logged into the appropriate division.

A user may click a column heading to resort the items in that column (Figure 1 and Figure 2).

Reaction results entries are allowed for only those reagents defined as part of the reagent rack.

Select a date from the calendar in the drop-down list to edit a date, or click each part of the date to edit
the date and time (Figure 3 and Figure 4).

o Labels shown in figures are visual aids only and do not represent actual labels.

X3

L1 Although the copy-and-paste function is enabled, do not use it to enter patient identification
information. It is highly recommended that the user scan this information when possible; otherwise, enter
it.

Figure 1: Click to Sort by Patient Name

& VBECS -Accept Orders [_ [Tl x] I

a = Accept Orders E

- —Pending Order List Search Criteria
“&,’2 E" Specimen UID I Patiert I
I™ Date'wanted [01/312008 | Tofoimizo0s <] Lab Order bo. | —Iqseamh —IC\ear
[ Pending Crder List
i ame I Patiert 0 | Lab Crder o I Urgency I Specimen I Reguest I Crdered By I Patient Location | Recej «

W TVBRATIENT, EIATY 000-00-0080 65014 Foutine  Required TAS USER, ONE WBEC LEAWEMWORTH OLTP 01311
@ WEPATENT,EIGHTYOME  000-00-0081 65022 Routine  Recuited  RED BLOOD CELLS x 2 USER, ONE  WBEC LEAVEMAIORTH OUTP 01,314
W2 VBPATIENT, EIGHTYOME  000-D0-0081 65022 Routine  Recuired — TAS USER, ONE  WEBEC LEAVENWORTH OUTR 01431
@ VBPATIENT,EIGHTYTHREE  000-00-0083 65060 Routine Mot recuired  PLATELETS x 3 USER, ONE  VBEC LEAVENAORTH OUTP 01431
¥ VBPATIENT, EIGHTYTHREE  000-00-0083 65060 Routine  Recuired  TAS USER, ONE  WBEC LESYEMAORTH OUTP 01,31
@ VEPATIENT EIGHTYTWO  000-00-0082 65028 Routine Mot recuired  FRESH FROZEN PLASMA x 2 USER, ONE  WBEC LEAVEMAORTH OUTP 01311 7 |
| »

Accept Orders

3 —Pending Crder List Search Criteria
&,’2 5" Specimen LIT I Patient I
I~ Datewerted [01312008 =] To[or/Eiz008 <] Lab order . | @\Seil il
—Pending Order List

| Patient Matne | Patient IO | Lab Order Mo | Lrgency | Specimen | Reguest | Crolered By | Patiert Location | Rece «
&  VBPATIENT, EIGHTYTWID 000-00-0032 63028 Routine Mot required  FRESH FR‘é\EEN PLASMA x 2 USER, OME  WBEC LEAVERMORTH OUTP  01/314
o WEPATIEMT, EIGHTYTHREE  000-00-0083 63060 Routine Mot required  PLATELETS x 3 USER, ORE  WBEC LEAVERWORTH QUTP  01/31)
0 WEPATIEMT, EIGHT Y ORE 000-00-0031 65022 Routine  Reuired RED BLOOD CELLS x 2 USER, OME  WBEC LEAVEMWORTH QUTP 01431
&  WBPATIENT, EIGHTYTWIO 000-00-0082 65028 Routine  Reduired RED BLOOD CELLS x 2 USER, OME  WBEC LEAWEMMORTH OUTP 01431
‘ﬂ% WEPATIENT, EIGHTY 000-00-0030 65014 Routine  Required TAS USER, ORE  WBEC LEAVERNAORTH QUTP 01131
i,% WEPATIEMT, EIGHT Y ORE 000-00-0031 65022 Routine  Recuired TAS USER, OME  WBEC LEAVEMWORTH OUTP 0131 =
4| | *
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Figure 3: Select a Date from the Calendar
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Figure 4: Edit the Date and Time
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Commonly Used System Rules
This section includes system rules that apply to several or all options.

Date and Time

Users must contact the Service Desk when the date or time is incorrect.

The date, time, and time zone in VBECS is defined where the blood bank is located. Any requests for
data from a particular blood bank database will reflect the time zone where the data was created and not
the time zone where the report is generated.

Refer to VBECS 2.3.4 Admin User Guide to change the time zone.

Working with Data

VBECS will emit an audible alert when a user exceeds the maximum character limit for a field.

The user may enter interpretations and reactions in full-service facilities. The user may enter only
interpretations in transfusion-only facilities.

Information displayed on an active window is updated with information from other options only when it
is refreshed (i.e., closed and reopened) in the active window.

When VBECS displays a scanner icon next to a data entry field, a user may enter or scan the data. The
Caps Lock key must not be engaged.

Entry of Codabar labeled blood units is disabled.

VBECS captures all technologist IDs and the name of the technologist who displays and/or prints testing
information on reports associated with entering test results on a worksheet.

With each valid keystroke entry in the antibody screen and crossmatch test grids, VBECS moves
the cursor from top to bottom in the far-left column within the cells in which results are being entered.
The cursor returns to the top cell in the next column to the right and so on across the worksheet grid. The
cursor stays in the reaction results cells by default (the technologist may navigate independently) until
the last entry is made in the reaction result portion of the grid, then the cursor moves to the first (top)
interpretation cell.

To clear an entry in a test grid cell, press the Backspace key.

VBECS allows selection of deceased patients without a warning message presented when VBECS has
not received a patient death update message from VistA.

VBECS displays the data that a user enters in a session. The user may edit the data and save them.
VBECS warns the user that if he chooses to cancel using the cancel or “X” button or by
leaving/refreshing the current page, VBECS will not save any data changes entered during the session.
VBECS closes the form and returns the user to the main menu screen that may include unrelated open
windows.

VBECS displays and enforces active Transfusion Requirements (TRs) to all divisions in a
multidivisional database.

The user may not edit the title column of the data grid that specifies the reagent used in the test with a
patient specimen.

Unless otherwise indicated, data entry and retrieval are restricted to the division logged into.

To enter data after VBECS has been unavailable, a user may enter a past date, time, and the
technologist who performed the work.

VBECS displays changes in reverse chronological order.

VBECS calculates and displays the days (hours, if less than one day) remaining until a unit’s expiration
based on the date and time of unit selection entered during modification.
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A scanned ISBT 128 expiration date barcode is identified by the presence of hidden identifiers. Once the
hidden identifier is removed, there are two possible formats of the barcode, one involving the date only
and another involving date and time. If no time in the barcode, then 23:59 is assumed.

VBECS supports the scanning of ISBT 128 2-d barcodes by detecting the appropriate hidden identifier.
Once the hidden identifier is removed, the 2-d barcode represents one or more scan codes, depending on
the value scanned.

VBECS supports the scanning of ISBT 128 special testing information barcodes by detecting the
appropriate hidden identifiers. Once the hidden identifier is removed, the special testing code is a
varying length of digits, depending on the type of special testing barcode scanned.

Data are never deleted: they are saved indefinitely.

Although a user may appear to select and delete data in gray fields, VBECS does not save such edits.

A column’s width may be adjusted or hidden for a session. This view returns to the default presentation
when the view is opened again.

The ABO/Rh confirmation worklist may be sorted by Unit ID, ABO/Rh, Product Type, Component
Type, or Date/Time Received. When displaying the Date/Time Received, seconds are not displayed, but
are used to sort the worklist when selecting Date/Time Received for the worklist sort criteria.

Searching the Database

A user may search for a patient by:

o Patient’s last name (symbols such as an apostrophe and/or dash are not allowed)

o Patient’s ID (omit hyphens) (“Full”)

o Patient’s last initial and last four digits of the ID (“Last 4”)

o Patient’s last four digits of the ID (“Last 4”)

For example, for a patient whose last name is TEST with an ID of 000-11-2222:

o Patient's last name: user enters "TEST"

o Patient's ID: user enters "000112222" (no dashes or spaces)

o Patient's last initial and last four digits of the patient ID: user enters "T2222" (no dashes or
spaces)

o Patient's last four digits of the patient ID: user enters "2222"

The system displays all patients that fit the search criteria, allowing the user to select a patient from a

pick list.

Note: Searching by last four digits on the patient ID in VBECS against the VistA database will

return matches on the last four digits or the first four digits. The following search formats in VistA

are not allowed in VBECS:

o Last name, first name

o Various patient ID lengths other than 4 or 9 digits

o VistA Patient ID

A user must scan or enter a unit ID and a product code to select a unit from inventory.

When VBECS does not find a unit record, it displays an error message stating that the unit was not

found and instructing the user to reenter unit information. A user may close this message, click Clear,

and enter another unit 1D and product code.

VBECS lists all or part of a division’s blood component inventory, based on system rules. A user may

enter a varied combination of unit information to create a customized list of selectable units, including:

o UnitID

o Product type

o ABO/Rh
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o Special testing (CMV Neg, SC Neg, or equal to or greater than (= >) 2 mL RBC
Contamination)

o RBC antigens (available only for the RED BLOOD CELLS component class)

o Received date range

o Expiration date range

VBECS displays this unit information in the selection list whether full inventory, subset, or filtered

subset:

Unit ID

Unit ABO/Rh

Product short name

Product code

Unit status

Unit expiration date

Donation type

Restricted for patient name, when available

Date and time received (standard format)

© 0 0 O 0 0 0O o ©

Testing

>»>>»>»>» Administrator/Supervisors may configure reagent racks to use a tube, solid phase, or gel

method.

o VBECS allows a user to perform QC testing at AHG and later perform patient testing at all
phases using a rack configured for AHG only.

o VBECS does not verify that the phase of testing matches the reagents used for testing.

o Users working with reagent racks containing different reagents must do so in accordance with
local policy and procedures.

Reaction result cells in the data grid contain only symbols. A legend of the symbols and their meanings,

specific to the data grid and its truth tables, is located in the bottom left corner of the form and is

available to the user throughout data entry.

Entry of a symbol (not a number or letter) into a test grid reaction result cell or interpretation field will
not elicit a system response. The entry of the symbol is not allowed and does not overwrite the previous
entry, if any. See
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e Table 2 for valid observed test result entries.

e After entering a canned or free-text comment in the testing comment field of the testing grid, the user
must press Enter to store the comment.

e The user may enter canned comments in comment cells by selecting from a pick list or enter free-text
comments by selecting “Other.”
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Table 2: Valid Observed Test Result Entries

Entry VBECS Translation

H Hemolysis Positive
W Weak Positive
F Mixed Field Positive
M Microscopic Positive
1 1+ Positive
2 2+ Positive
3 3+ Positive
4 4+ Positive
X Not Tested Not Tested
0 No Agglutination Negative
R Rouleaux, No Agglutination Negative

e When recording test results:
In the Test Details window, click a check box to select a rack.
In the Date Tested field, select the default date and time (current date and time) for testing
performed, which the user may edit to a past date and time.

o Inthe Tested By field, select the default identification (current user) for the testing
technologist or another user from the drop-down menu.

o Click the appropriate radio button to determine the grid configuration for antibody screen and
crossmatch grids [All phases or Anti-Human Globulin (AHG) only (pre-checked default varies
with local configuration)].

o When an automated instrument is used, click the Using Automated Instrument check box,
enter the instrument name in the Instrument Name field, and click the Instrument QC’d?
check box, as appropriate.

o VBECS requires Red Blood Cells, Whole Blood, Granulocytes and Leukocytes to have ABO
confirmation testing (forward typing), and Rh confirmation testing for units labeled as Rh negative.
Units labeled with an ABO group of “Pooled” cannot be confirmed.

e The user may not edit VBECS-populated grid worksheet fields that contain unit or patient data.

e The user may sort worksheet entries only before beginning data entry, preferably during unit selection.
When the user wishes to sort a worksheet after entering the first reaction result, he must exit without
saving the work and begin again.

° @‘» When a user enters an invalid symbol in a cell, VBECS emits an audible alert and prevents the
cursor from moving to the next cell.

o VBECS moves the cursor to the comment cell automatically, when applicable; the user may also use the
mouse to move to another cell.

e VBECS displays.(error) at the beginning of invalid rows and\|(valid reagent) or W (reagent will
expire within 24 hours) at the beginning of valid rows. These warning icons change as the user updates
information. When the user holds the mouse over an icon, VBECS displays the message associated with
the truth table interpretation (as with a tool tip).

e VBECS compares user-entered interpretations with truth table data.

e The user performs tests and enters data simultaneously.

e Throughout this option, the user may view the patient’s VBECS demographics, including the
information entered in the patient Special Instructions (SIs), Transfusion Requirements (TRs), and other
clinical lab results related to the transfusion through CPRS.

e The historical ABO/Rh display includes the date and division of creation or indicates that the record is
from the VistA database conversion.
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e The test record captures the entering and testing technologists’ ID and the display/print technologists’
name, the division, date, and time of the save, the content (details of the verified testing), QC rack ID (if
not by automated instrument), test method, automated test instrument information, if indicated, data
entries, interpretations, and comments. (When the configuration changes in Configure Testing after the
test data are entered, the record is retrievable as originally configured.)

o @)\) When a site is defined as “full service” and daily QC was not performed on the selected rack or
the Not in Use Today check box was checked for the 24-hour period (beginning with the time set for the
alert defined in Configure Daily QC and including the date/time tested), VBECS emits an audible alert,
warns the user and asks whether he wishes to continue. Yes requires a comment and captures details for
inclusion in the Exception Report (exception type: QC not performed on rack used for testing). No
allows the user to select a different rack or cancel and return to the main menu.

e \When reagents or antisera are within 24 hours of expiration (23:59 on the expiration date), VBECS
warns the user when the reagent will expire and asks whether the user wishes to continue. Yes allows
the user to continue testing. No moves the cursor to a cleared lot number cell, which is ready for the user
to enter a new lot number.

e The unit record will capture the entering tech ID, and display and/or print the entering tech name; the
selecting tech ID, and display and/or print the selecting tech name; division, date, and time of the save;
and the content (details of the unit selection), if indicated, data entries, interpretations, and comments.

o VBECS allows a user to save partially completed tests and allows the same or different user to complete
the tests later. A first or second user may enter only new results and may not edit prior entries. VBECS
allows the user to save partially completed testing. The user may return to complete the pending tasks
but may not edit saved interpretations.
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Creating and Viewing Reports

e Click M in the Include Report Sections area to select all report sections (Figure 5).
e Click & in the Include Report Sections area to clear all report sections (Figure 6).

Figure 5: Click to Select All Report Sections

] uffE_.:} ¥BECS - Division Transfusion Report

Figure 6: Click to Clear All Report Sections
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¢ Inthe Report Compilation area, click the Create Report Now radio button and OK to view the report,
or click the Schedule Print Job radio button and OK, then enter or select a print date and printer name,
then click OK to view and print the report.

Reports are printed only

in their entirety.

o Asingle-division report includes information from one division.
When a site is a single division or a user does not have multidivisional access and a report has a
multiple-division option, the user may not select a multidivisional report.

e VBECS maintains a cumulative history of all transactions, including testing and status changes, for
every blood unit entered in the database (Unit History Report).

e VBECS captures changes to verified data for inclusion in an audit trail report (Audit Trail Report, Unit
History Report, and Patient History Report).

e VVBECS displays patient ABO/Rh results in reverse chronological order, regardless of division, then
from the VistA database conversion. When no ABO/Rh records exist, VBECS displays “NR” (no
records). When there are discrepant ABO/Rh results from the same universal 1D (UID) or from two
specimen UIDs, VBECS displays the results recorded just prior to the latest result that created the
discrepancy and warns the user.

o When a search will return a large number of items on the report, VBECS notifies the user that the report
will be longer than approximately 50 pages and asks whether he wants to display and perhaps print the
report. Yes notifies the user that the process will take a few minutes. No clears the screen and returns to

the option’s main menu.
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o When no information that fulfills search criteria is available, VBECS notifies the user that no
information is available, per entered search criteria.

e The user may change the default start and end dates (the previous day). The end date must be later than
or the same as the start date. Report activity begins at and includes midnight on the start date and ends
23:59 on the end date. When the date range includes the current date, VBECS displays “Preliminary” in
the header on each page of the report.

e VVBECS displays headers on every page of a report; it displays search and sort criteria and date ranges at
the end of the report. VBECS identifies whether reports are generated from a test environment or from a
production environment.

e The user may choose to schedule a report to run at a future date and time and print on a designated
printer. When a date range is supplied for the report, the report's end date must occur before selected
date of printing. The report scheduled to run at the future date/time will start processing the data at the
time the report is scheduled to print (future date/time). If the date range spans more than 30 days, the
system displays the warning message: "You are requesting more than 30 days of data to be printed.
Continue?"

e Local record retention policy instructs users to print, review, document, and save the Audit Trail,
Exception, and Testing Worklist Reports. The reports contain only data entries generated in the user’s
login division. Each entry includes an area for supervisor acknowledgement (signature or initials and
date of review) and comment.

e The search functionality (binoculars icon) may not work in a displayed report.

e VVBECS displays the patient historical ABO/Rh, antibodies identified, antigen negative requirements,
and transfusion reaction history (date, division of testing, whether from the VistA database conversion),
and whether the historical ABO/Rh was changed.

¢ When a patient has a history of an ABO/Rh change justified through Justify ABO/Rh Change, VBECS
displays “History of justified ABO/Rh change” next to the historical ABO/Rh information.

o Refer to the VBECS Technical Manual-Security Guide for details on which workstation settings may
affect the appearance of a report preview.

Reports in VBECS are created using a Microsoft technology called SQL Server Reporting Services
(SSRS). Reports are rendered on screen using Microsoft Report Viewer control. Reports are not deployed
on the reporting server but as a part of the main application. All reports rendered on screen can be
exported. The user has the option to export reports in three different formats (PDF, Excel and/or Word).

January 2023 VBECS Version 2.3.4 User Guide Version 1.0 Page 17



Scheduling Report Print Jobs

To have a report printed automatically at a later date, the user selects the Schedule Print Job option on
any VBECS report (Figure 5). Scheduled print jobs wait in a queue until the designated time (set in the
Print Date field), at which point they are sent to the printer selected in the Printer Name field.

e The print job engine runs in UTC time. This means that if you set the Print Date field to 9:00AM it will
print at 9:00AM UTC, (which equates to 6:00AM EDT, 5:00AM CDT, 4:00AM MDT and 3:00AM
PDT). The Start Date and End Date fields are converted into user division time, which can create a
scenario where the job prints before the End Date.

e The user may choose to schedule a report to run at a future date and time and print on a designated
printer. When a date range is supplied for the report, the report's end date must occur before the selected
date of printing. The report scheduled to run at the future date/time will start processing the data at the
time the report is scheduled to print (future date/time). If the date range spans more than 30 days, the
system displays the warning message: "You are requesting more than 30 days of data to be printed.
Continue?"

e Ifaprintjob is scheduled for Printer Name “VBECS Backup Printer”, and the “VBECS Backup
Printer” is renamed or removed before the job’s Print Date, that report will not print.

Report Toolbar

Each report in VBECS will have a toolbar on top that allows the user to interact with the report (Figure
7). The following sub-sections elaborate on the controls found on the Report Toolbar. It is suggested that
users create a local directory for exporting their reports (see the VBECS 2.3.4 Technical Manual-Security
Guide for additional information).

Figure 7: Report Toolbar
1 of 3 b b - | 100w - [ ] Fnd | nex

Navigation Arrows and Report Pages

Navigation arrows allow the user to move to the next or previous page of the report. If the user is on the
first page of the report, the arrows pointing to the left will be disabled. If the user is on the last page of the
report, the arrows pointing to the right will be disabled.

The first arrow button ’ moves the report by one page forward (or backward for left facing arrow). The

second i moves the report to either the last or first page (in case of the left facing arrow). The number
X of Y tells user which page is currently being viewed (X) and what is the total number of pages ().

Using arrow keys may cause erroneous “Invalid Key Pressed” messages or swap values while entering
control results. Use the mouse to move between cells instead of using the arrow keys. Verify the control
cell entries are correct before saving.
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Report Layout

There are two ways (layouts) in which reports can be displayed. By default, reports are displayed in Print
Layout. It allows reports to appear on the screen exactly how they will look when printed. However, when
reports are displayed in Print Layout mode, the Report Search function (see Report Search) is disabled. In
order to be able to use Report Search, the user has to turn off Print Layout mode by pressing this icon:

. When Print Layout is disabled, the icon will look like this: 5 . It can be pressed again to return to
Print Layout mode.

Page size of reports not displayed in Print Layout mode differs from the regular letter size (8.5in. x 11in.)
and that is why the total number of pages for the same report displayed in different layouts may differ.

Report Zoom-in/Zoom-out

Clicking the drop-down menu showing 100% will give the user a choice of the report display size (Figure
8).

Figure 8: Report Zoom-in/Zoom-out Control

100% -
Page Width
Whole Page
S00%:
Z200%:
150%:

The default value is 100%. The option Page Width will resize the report to fit the screen horizontal size.
The option Whole Page will display the entire page on the screen. Selecting an option less than 100% will
zoom out the report making the font smaller and allowing more data to fit on the screen. Selecting an
option higher than 100% will zoom in the report making the font bigger. If the report does not fit on the
screen, the user will be able to use scroll bars to scroll up or down and left or right to view the entire
report.

Report Search

This option allows the user to search for specific text in a report and is only enabled if Print Layout is
disabled (see Report Layout). By default, the Find and Next buttons are disabled. Once the user enters
text in the search box, the Find button becomes enabled (Figure 9).

Figure 9: Report Search Control
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Clicking the Find button will search the entire report. If the searched text is found, the report will display
the page where it was found. The Next button will then become enabled allowing the user to search for
subsequent instances of the search string. If the searched text cannot be found, the user will be presented
with the message shown in Figure 10.

Figure 10: Report Search Warning Message

Report ¥iewer I

lol Mo resulks were found that match vour search criteria,

Report Export

For all sites, reports are saved in subfolders named after Division Code. VBECS will check to see if the
subfolder exists. If the subfolder does not exist, it will attempt to create it. If the creation fails, it will
attempt to save the report to the default report directory.

The user has an option to export the report in three different formats: PDF, Excel and Word. The export to
PDF creates a report that is Read-Only (may not be modified) and will match the report that users can see
directly in VBECS in terms of data and format. The export to Excel and Word creates a report that may
be modified. VBECS reports exported to Excel or Word can be altered by a user. Only copies
printed directly from VBECS should be shared with clinicians to ensure data integrity.

The data output from VBECS is not controlled by the medical device and must be strictly
regulated by local facility personnel. Many of the reports contain patient sensitive information
and must be treated as such. Use of the exported reports, including alteration of data, is the
responsibility of the user.

Export of the reports to Excel and Word comes with known problems. Reports exported to Excel or Word
contain the same data as reports that can be seen directly in VBECS; however, their formatting may differ
from the original report. Not all reports can be exported to all the identified formats. Table 3 lists the
reports and their exportable formats.

Table 3: Recommended Exportable Formats for Reports

Report Name PDF Word Excel
Maintain Reagent Inventory Yes Yes No
Testing Worklist Report Yes Yes No
Blood Availability Report Yes Yes No
Division Transfusion Report Yes Yes No
Blood Bank Supplies Report Yes Yes No
Unit History Report Yes Yes No
Patient History Report Yes Yes No
Other VBECS reports Yes Yes Yes

January 2023 VBECS Version 2.3.4 User Guide Version 1.0 Page 20



By clicking on - , the user has the option to select and export to an Excel, PDF or Word file (Figure
11). Choosing any of these options will open the dialog shown in Figure 12.

Figure 11: Report Export Toolbar
-]
Excel

PDF
Ward

Figure 12: Example of Report Export Dialog for Blood Bank with Division Code 589

& VBECS - Export Report X

Enter a file name for the report

File Name* [testl .pdf

T e SRSy

OK Cancel I

* Required Field

This dialog allows the user to specify the name of the file to which the report will be exported. The
extension of the file is pre-filled for the user and depends on which export option was selected (.xls for
Excel, .pdf for PDF or .doc for Word). The file name length is limited to 200 characters and will not
accept special characters as part of the name (e.g.,\/? % *|:’ 7 <>).

If the user attempts to use a special character in the file name, it will be ignored and not appear on the
screen.

Once the user enters a proper file name, the OK button will become enabled. Clicking the OK button will
present the user with the message shown in Figure 13.

Figure 13: Report Exporting in Progress

Exporting

Please wait...

Cancel
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Clicking the Cancel button will stop the export and the user will be reverted back to viewing the report. If
the export is successful, the user will be presented with the message shown in Figure 14.

Figure 14: Example of Report Exporting Success

VBECS - Export Report Infarmation >

,_H_l/ Your report has been successfully exported to the report file share.

If you do not have a desktop shortcut to this ghare, refer to the "Report Export”™
section of the WBECS User Guide or Online Help (press F1).

Copy Report Share Path To Clipboard Ok

This dialog contains a Copy Share Path to Clipboard button, which when clicked will put the full path
to the report network share in the user's clipboard for easy use in Windows Explorer.

Using VBECS
VBECS is a Windows-based application.

One VBECS system is implemented for each VistA database.

Subject matter experts (SMEs) at user sites will help implement VBECS and train blood bank staff and
other authorized users.

The REDACTED contains training, Frequently Asked Questions (FAQs), Technical Bulletins, ListServ
messages and sign up, etc. to support the implementation and use of VBECS. Users may access links to
VBECS training modules and frequently asked questions and join a ListServ (an email distribution list to
manage discussion groups) for VBECS announcements and updates. Contact information is provided for
comments and questions.

Pressing the “F1” key brings up the VBECS Information window to inform the user that if you need help
with VBECS or VBECS Admin, to refer to the VBECS User Guide or VBECS Admin User Guide that
are found on the VBECS SharePoint or file a Service Desk ticket.

Searching Using the Table of Contents
Scroll through the Table of Contents and click any Table of Contents topic/link to go to the desired page.
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VistA Records in VBECS

Historic VistA blood bank records were transferred to VBECS and validated during the database
conversion. VBECS handles these records in accordance with system rules:

P33
! 1 Patient names in VistA that exceed the database standard for File #2 (30 characters) or do not have
a last name do not convert to VBECS.

o VBECS may display patient information differently from VistA. For example, VBECS displays patient
names as “LAST NAME, FIRST NAME, MIDDLE NAME or INITIAL, SUFFIX.”

e A patient name may be truncated in the following screens when one of the name fields (Last, First, or
Middle) exceeds 22 characters. The full name is displayed elsewhere on the screens identified or it is
provided as read-only information and is not used to make decisions for the selected patient.

o Blood Unit Details tab

o Patient Specimen Selector control

o Patient Order Selector control

o Patient Order Selector for Report control

o VBECS may only display the first 25 characters of the name.

o VBECS displays historic ABO/Rh types from the database conversion but doesn’t use them for issuing
blood or for comparing test results.

e VBECS truncates Special Instructions (SIs) text from the VistA database conversion.

¢ Sls from database conversion entries are labeled as such.

e VistA Sls from the database conversion may include component or antigen negative requirements. The
VistA Sls remain Sls and are not enforced unless they are entered in the Transfusion Requirements tab
in Special Instructions & Transfusion Requirements.

e Patient antibody identifications from VistA were included in the database conversion.

e Antigen negative requirements properly set in VistA were transferred to antigen negative requirements
in VBECS.

e VBECS informs the user when the displayed historical ABO/Rh, transfusion reaction history, and/or
antigen typing result from the database conversion. Transfusion reaction types without their associated
units were transferred to VBECS.
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Accessing the System

Log into VBECS and VistA
A user may work in only one division at a time. After login?, a user with access privileges in several

divisions may change divisions. For users with access to a single division, an option to change divisions
will not be available. VBECS allows access only to valid divisions associated with the user.

Assumptions

There is not an active VistALink connection in VBECS/Administrator.

VistA is set up, operating normally and accessible via the network.

The user is defined in VistA, has a DUZ, and connectivity to VistA can be established.

The user must be defined in the VistA new person file and have valid Access and Verify Codes.
The user’s division is configured in both VistA and VBECS. (See Update User Roles)

Outcome

e The user is logged into the selected division.
e A VistALink connection is established or restored and the user is logged onto VistA.
¢ VBECS is available for use whether or not VistALink is connected, depending on the option.

Limitations and Restrictions

¢ VBECS automatically logs a user with access to only one division into that division.

e Connectivity by IAM services access approval (P1V Card) is not possible when 1AM services are not
available.

o  Connectivity by IAM services access approval (P1V Card) is not required when a user has a PIV
exemption or when 1AM services are not available.

e An Access and Verify code is required to connect to VistA when the IAM services are not
available.

e  Connectivity is not possible when VistA is not available.

e The user’s Active Directory account is a member of the proper VBECS security groups and configured
with the AES256 bit encryption flag. Refer to the Active Directory section of the VBECS Technical
Manual Security Guide.

e For Remote Desktop constraints, consult the VBECS Technical Manual Security Guide.

Additional Information

e Theinitial entry into VBECS will require a VistA Access and Verify Code in order to initiate the IAM
PIV sign on process. This is only required for the first use of the system for each user.

o If VBECS does not automatically select the correct authentication certificate, users may see several
certificates listed during the sign on process. The user should select the current authentication certificate
with their name from the list of certificates.

o VBECS provides an interface (VistALink) with VistA to allow the user to log onto VistA (not required
for most options; see the list of options that use VistALink in Hardware and Infrastructure Architecture).

! There is a slight difference in terminology between VistA and VBECS: VistA uses “log on” and “logon,” and
VBECS uses “log in” and “login.” Therefore, both terms are used throughout this guide. “Log in” and “login” are
used generically when referring to both systems at one time.
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The system attempts to reuse the security credentials initially entered in the user’s session to perform
VistA logoff and logon without user interaction.

If the user is required to enter a VistA Access and Verify Code, VBECS checks the characters in the
Access and Verify Codes and warns when there are fewer than six characters or when a semicolon (;),
colon (2), or caret () is entered. VBECS sends the entered Access and Verify Codes to VistA. VistA
checks the codes and responds to VBECS with a message stating whether the entered Access and Verify
Codes are invalid or valid for the user attempting to log on. VBECS warns when VistA does not accept
the Access and Verify Codes entered.

After a number of unsuccessful attempts to log onto VistA (defined in VistA server settings), the VistA
server terminates the logon session and displays a message prompting the user to log onto VistA again.

(Refer to FAQ Proper Use of PIV Card with VBECS.)
A user with multidivisional access privileges may change divisions during a VBECS session.
o VBECS will attempt to resend queued DSS information when VistALink is available after any user logs

n.

User Roles with Access to This Option

All users

Starting VBECS

Before a user can start the VBECS software, they first need to connect to a VBECS server. Each blood bank
will have two Remote Desktop shortcuts: one for accessing VBECS Test and one for accessing VBECS
Production. Refer to the Remote Desktop section of the VBECS Technical Manual Security Guide to learn more
about what Remote Desktop is and how it works.

User Action

VBECS

1. Once connected to a VBECS
server via Remote Desktop, click
on the VBECS icon to start the
VBECS software.

¢ Displays the Select Division screen when the user has access
privileges to multiple divisions in a single VBECS installation.

NOTES

A user may exit without logging into a division.

2. Multidivisional users will be
prompted to select a division from
the Select Division list and click
OK, or double-click the division
(Figure 15).

o Displays an error message to the user when logging into VBECS, or
switching divisions, if the default printer for the division was removed.
e Displays a division login message.

NOTES

When VBECS is started, the user may have access to more than
one division.

The division login message allows the display of data as each
user logs into his division. When no login message text is
entered, VBECS does not display a login message.

*If the user is using PIV credentials
and the IAM authentication broker
service is running.

3. The user enters their PIV PIN
when prompted.

e VBECS will attempt to automatically select the user’s PIV certificate.
If successful, the user will be prompted with a PIN-entry window.

o If VBECS fails to automatically select the user’s PIV certificate, the
user will be presented with a certificate list, where they should select
their most current “Authentication” certificate to proceed.

NOTES
If t